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Introduction software version TC4.1.0

This release note describes the features and capabilities included in the Cisco TelePresence System
C-Series codec software version TC4.1.0 released on 25" of February 2011.

Note: Please read the known limitations section if you use TMS to upgrade your system from any
release prior to TC4.0.0




New features and functionality in TC4.1.0

» Support for the Cisco TelePresence Touch screen
» New GUI for the Cisco TelePresence Touch screen
» New API xConfiguration

» Changed API xConfiguration

» Removed API xConfiguration

» New API xStatus

» New APl xCommand

» Changed APl xCommand



New features and functionality in TC4.1.0

New feature descriptions

Support for the Cisco TelePresence Touch screen

The TC4.1.0 release introduces support for the new Cisco TelePresence Touch screen compatible
with the Cisco TelePresence System (CTS) Codec C90/C60/C40, CTS Quick Set C20 and the Profile
series using Codec C-Series.

The Cisco TelePresence Touch screen is a revolutionary interface that enables users to access video
intuitively. You can make and manage video calls, share content and access advanced features — all
with a simple glide of the finger.

You'll quickly see how easy and effortless it is to use:

» Simple set-up — one cable connection to network

* Reduced learning curve — clear, context-based interaction

» Easy to connect — select from list of video endpoints

+ Seamless collaboration — select the device you want to share

» Consistent experience — shared experience with the immersive Telepresence T3/T1

afra)e,
cisco

Note: The Cisco TelePresence Touch screen requires software version TC4.1.0 or later.

Note: Most of the advanced settings must be done from the Web interface or the API and not from
the Touch screen




New GUI for the Cisco TelePresence Touch screen

A new improved GUI (Graphical User Interface) has been developed to be used for the Cisco
TelePresence Touch screen. Existing EX60 and EX90 users will experience a new GUI after
upgrading to TC4.1.0.

Some of the new features of the new GUI include:
e Overall better usability and responsiveness.

* Allin one ‘Search and dial’ mechanism.

e Support for VCS provisioning.

e Support for password protection of the touch panel advanced settings. This is set using the
‘xCommand SystemUnit MenuPassword Set' command from the API.

New API xConfiguration

The commands in this section will be documented in the TANDBERG API Guide available for
download at http://developer.tandberg.com

» xConfiguration NetworkPort [2] Mode

» xConfiguration Video SelfViewPosition

Changed API xConfiguration

The commands in this section will be documented in the TANDBERG API Guide available for
download at http://developer.tandberg.com

» xConfiguration Provisioning Mode
o Added argument VCS’

Removed API xConfiguration

The commands in this section will be documented in the TANDBERG API Guide available for
download at http://developer.tandberg.com

» xConfiguration SystemUnitType

New API xStatus

The commands in this section will be documented in the TANDBERG API Guide available for
download at http://developer.tandberg.com

» xStatus Camera [1..7] Capabilities Options

» xStatus Video Layout PresentationView

New APl xCommand

The commands in this section will be documented in the TANDBERG API Guide available for
download at http://developer.tandberg.com

» xCommand CallLog Missed Reviewed
xCommand Message TextLine Display
xCommand Message TextLine Clear

xCommand Message Echo

vV v. v v

xCommand Video Layout SetPresentationView



Changed APl xCommand

The commands in this section will be documented in the TANDBERG API Guide available for
download at http://developer.tandberg.com

» xCommand Video PictureLayoutSet

o Added argument ‘Speaker_Full’



Resolved caveats

Resolved since version TC4.0.4

Audio

Reference ID

Summary

77625

The EX60/EX90 will now remember the currently selected speaker (headset or
speaker) after boot and software upload.

Video

Reference ID

Summary

75777 Fixed a LVDS synchronization issue during start up that could cause one of the
active windows to not display any video. This window could be presentation, far
end, selfview etc.

84920 Fixed an issue where the PrecisionHD 1080p camera did not get enough time to

focus when waking up from sleep before autofocus was turned off.

GUI

Reference ID

Summary

82574 Fixed an issue causing the EX90 to not display the presenter icon when using dual
screens.

84057 Fixed an issue where GUI of the EX60 would not display any call status if it had
one call on hold.

83009 The Cisco TelePresence Touch Screen will now enforce the max call rate to be
the same as maximum set for incoming/outgoing bandwidth.

86539 Fixed an issue causing the unit to dial H.323 from the phonebook even if default
call protocol was set to SIP.

Camera

Reference ID

Summary

85987

Fixed an issue with the PrecisionHD 1080p 4x camera, where brightness and
white balance did not work as expected in certain configurations.

System

Reference ID

Summary

87232, 86666

Added better support for new batch of components

83972

Fixed an issue that could cause the NTP server to hang during start up.




Known limitations

TANDBERG

Reference ID

Equipment

Summary

86225, 85361,

TC4.0.0 and above

The web interface do not support the following
Unicode characters as a part of the admin
password:“ ~ ! #$ % ~"& * ()[ { } 1\

| %< >
The following special characters is supported:

‘@ - _ =+, .0l

TC4.1.0

The Cisco TelePresence Touch screen does
not support up loadable layout families. Hence
you should not use the Cisco TC Console to
upload layouts to a system with the Cisco
Touch screen attached.

TC4.1.0

Provisioning: If you use VCS provisioning in
TC4.1 you will be unable to upgrade the
endpoint using provisioning until TC5 is
released. The workaround will be to upgrade
the unit manually.

Cisco TelePresence Touch
TC4.1.0/TT2.1.0

The Cisco TelePresence Touch is currently
missing the ability to display messages from
TMS.

Cisco TelePresence Touch
TC4.1.0/TT2.1.0

The Cisco TelePresence Touch must be
connected to the same subnet as the codec it is
pairing to.

Cisco TelePresence Touch
TC4.1.0/TT2.1.0

The Cisco TelePresence Touch currently do not
support:

e Camera presets
e Changing the main source

TMS 12.6 or below when upgrading to
TC4.0.0 and above

Starting with TC4.0, the security model used by
the system changes which impacts compatibility
with existing installations of TMS. The
incompatibilities will result in:

1) Upgrading endpoints from a version less
than TC4.0 to a version TC4.0 or higher using
existing versions of TMS (12.x or lower) will
appear to have failed in TMS. Additionally, the
endpoint will not get the required release key
updated, so the endpoint will not be able to
make calls until a release key has been entered
into the system.

2) After an endpoint is upgraded to TC4.0 or
newer, the system will have an incorrect
username or password error message in TMS
and TMS will not be able to communicate with it

properly.

A workaround to restore communication
with TMS will be:

1) Restart the TMS server, or

2) Restart the TMS services, following the
below steps:

* Log into the windows console of the TMS




server as a user with Windows Administrative
permissions

* Open the Services Control Panel (Control
Panel->Administrative Tools->Services)

* For each service in the list below, select the
service from the Services list, and use the
restart icon or right-click->restart to restart the
service

- World Wide Web Publishing Service
- TMSDatabaseScannerService

- TMSLiveService

- TMSSchedulerService

- TMSSNMPService

* Log into the TMS Web Interface, browse to
the system and do a ‘Force Refresh’. TMS
should communicate to the system properly and
the error message will clear.

* To minimize service abruption it will be
beneficial to upgrade all systems in one go,
avoiding following the above procedure for
every endpoints you upgrade. A future TMS
version will resolve this condition negating the
need to restart the services.

Workaround to restore the releasekeys:

* Once TMS has restored communication with
the systems, upgrade the units one more time.
This time TMS will be able to communicate with
the systems when they boot up and set the
releasekeys.

Note: Please read the resolved caveats
section Reference ID 85930 as well.

Note: The above issues are fixed for TMS
13.0

76765

Any

Dialing from an unregistered endpoint to a
registered endpoint using the format:
remotesystem@company.com will not work

62204

TANDBERG PrecisionHD 1080p Camera
all SW versions.

720p50, 720p30 and 720p25 output has no
CRC included for HD-SDI. Depending on the
device you connect the camera to, you may not
get video using this format. The TANDBERG
codec will support these formats.

Ver. TC2.1.0 and above

Startup scripts will not work with Windows end
of line. You must use Unix end of line to be able
to run multiple commands. Most editors have
the option to set which format to use. If you use
Notepad ++, you can set Unix format in the
Settings/Preferences menu.

67092

Ver. TC2.1.0 and above.

Composite and S-Video video input is shaking.
However some improvements have been made




within TC2.0.

Ver. Any

If you run cascaded cameras and the chained
cameras are running an old camera code, we
have seen that only zoom works when trying to
control the chained camera. The solution is to
connect the cascaded camera as the first
camera in the chain so that the camera is
detected and upgraded by the codec, or use the
Ethernet upgrade method.

Ver. Any

HD-SDI may not work with cables shorter than
3 meters. This is due to a jitter issue.

Ver.Any

If you turn off H.323 as the protocol but leave
default protocol as H.323 you will be unable to
make outgoing calls unless you edit the URI to
include 'sip:' in front of the number or change
the default call protocol to SIP.

66993

Ver. TC3.x and above

The C-series codecs will reduce the
presentation resolution if you are unable to
sustain a minimum of 1 frame per second.

Any

1920*1200p60 output resolution will run in DVI
compatibility mode and hence audio cannot be
transmitted over HDMI when using this
resolution.

75341

Ver. TC3.x and above

If you dial a TANDBERG 150 with SW version
L5.1.1 or older with encryption setting set to
‘on’, you may not get audio in any direction.

75382

TC3.0.0 and above

The call tab on the web interface doesn’t work
properly with Opera. You can dial, but you will
not get the call status.

82627

TC3.0.0 and above

The call status on the web interface will not be
displayed if you access the codec using
HTTPS.

75045

TC2.x.x and above

When setting the H.323 id to
"number.something@domain”, the endpoint
becomes unreachable. The workaround is to
not let H.323 ID start with a number.

TC3.0.0 and above

The Cisco TelePresence System codec
C40/C60 (rev. 1), will not provide proper
analogue VGA output for any resolution of 1080
lines or more.

Any

The Cisco TelePresence System codec C40
will reduce its capability set when using internal
MultiSite. When this is done, the main stream
will maximum be able to transmit w576p until all
calls are disconnected.

Any

The Cisco TelePresence System codec C60
will reduce its capability set when using internal
MultiSite. When this is done, the dual stream
will maximum be able to transmit WXGA until all
calls are disconnected.

Any

The Cisco TelePresence System EX60/90 does
not support usage of the remote control. The




Cisco TelePresence Touch Screen must be
used to control these devices.

78636

TC4

A search in the local phonebook will list all
contacts including those in the subfolders.

83992

TC4

To use SIP verified, a CA list must be uploaded
to the /user folder using SCP (root user must be
enabled). The CA list must be named
‘sipcalist.pem’ and be in DER format.

Polycom

Reference ID

Equipment

Summary

Polycom MGC

9.0.31

60 frames per second was disabled during the
testing (Advanced
Configuration/Video/Input/Source/Optimal
Definition/Threshold60fps = Never).

MGC conference is set to continuous presence,
AES and H.239:

Far End Camera Control is not working.
Call rates down to 256kbps works fine. 256kbps
and lower will experience loss of video.

MGC conference set to voice switched, AES
and H.239:

Following conference rates does not work:
1.1Mbps

MGC conference is set to continuous presence,
no AES and H.239:

H.239 does not work very well with the MGC. A
lot of issues was seen when testing H.239.

64418

C Series
Ver. TC2.1.0
(No Video
Polycom VSX Ver. 9.0.5)

Currently if the video source 1 (PrecisionHD
1080p camera) is set to sharpness then the
Polycom VSX will not display video as the
TANDBERG codec will transmit w448p, which
is not supported by the VSX. Workaround: Set
PrecisionHD 1080p camera to motion.

N/A

C Series
Ver. TC2.1.0
(No Video
Polycom VSX Ver. 8.0 & 8.5)

The Polycom VSX may display distorted video
from the TANDBERG codec. Workaround:
Upgrade the Polycom VSX to software version
8.7 or higher.

RadVision

Reference ID

Equipment

Summary

RadVision
Scoopia 400
MCcU

5.7.1.0.13

If a Cisco TelePresence System C20 is
connected to a 1080p conference and starts
presentation, the C20 will not display incoming
video.




Open caveats

Reference ID

Summary

81993

The Cisco TelePresence System codec C40 is unable to automatically detect a
Digital Natural Audio Module (DNAM) in software versions previous to TC4. This
will cause the codec to output analog audio instead of SPDIF (digital). If connected
to a DNAM for software versions previous to TC4 it is recommended to set the
audio output to SPDIF manually.

83374

The C-series codecs and units with such a codec inside it do not meet the Cisco
password policy. It is highly recommended to set a password on the unit during
install using the APl command: ‘systemtools passwd’

84314

A C20 participating in a MultiSite will not be able to send the following video
formats in its main video channel: 1280*768, 1280*800 and 1440*900.

84157

Rebooting the unit will always reset ScaleToFrameThreshold to default value.

84032

Web snapshot is available in the web interface of the EX90 and EX60 even though
these units do not support this functionality.

83933

If any of the Corporate Directories contains any sub directories, the first 15 entries
will be listed twice.

82631

Missing upgrade status when upgrading through web. You will not be able to see if
the upgrade was successful or not when upgrading through the web interface.

82535

API command ‘systemtools rootsettings get’ return ‘off’ even if root is set to ‘on’

81740

When in a MultiSite call, the encryption status symbol will only reflect the status of
the last call.

If the ‘admin’ user is deleted, then TMS will not be able to manage the system. At
the same time the ‘admin’ user will be recreated with blank password during next
reboot.

xFeedback register Event/KeyDown will now mask the keys pressed on the
remote control with a *’. This is a security measurement to prevent key logging
from the remote control. The *’ can be used to detect that someone has pressed a
button on the remote control.

84734

When upgrading from TC3.x.x it has been seen that the SIP registration becomes
inactive. To resolve this issue toggle the ‘SIP mode’ to ‘Off and back to ‘On’ again.




Introduction software version TC4.0.4

This release note describes the features and capabilities included in the Cisco TelePresence System
C-Series codec software version TC4.0.4 released on 25" of February 2011.

Note: Please read the known limitation section if you use TMS to upgrade your system from any
release prior to TC4.0.0




Resolved caveats

Resolved since version TC4.0.1

System

Reference ID

Summary

87232

Added better support for new batch of components.




Known limitations

TANDBERG

Reference ID

Equipment

Summary

86225, 85361,

TC4.0.0 and above

The web interface do not support the following
Unicode characters as a part of the admin
password:“ ~ ! #$ % ~"& * ()[ { } 1\

|f%< >
The following special characters is supported:

‘@ - =+, .0l

TMS 12.6 or below when upgrading to
TC4.0.0 and above

Starting with TC4.0, the security model used by
the system changes which impacts compatibility
with existing installations of TMS. The
incompatibilities will result in:

1) Upgrading endpoints from a version less
than TC4.0 to a version TC4.0 or higher using
existing versions of TMS (12.x or lower) will
appear to have failed in TMS. Additionally, the
endpoint will not get the required release key
updated, so the endpoint will not be able to
make calls until a release key has been entered
into the system.

2) After an endpoint is upgraded to TC4.0 or
newer, the system will have an incorrect
username or password error message in TMS
and TMS will not be able to communicate with it

properly.

A workaround to restore communication
with TMS will be:

1) Restart the TMS server, or

2) Restart the TMS services, following the
below steps:

* Log into the windows console of the TMS
server as a user with Windows Administrative
permissions

* Open the Services Control Panel (Control
Panel->Administrative Tools->Services)

* For each service in the list below, select the
service from the Services list, and use the
restart icon or right-click->restart to restart the
service

- World Wide Web Publishing Service

- TMSDatabaseScannerService

- TMSLiveService

- TMSSchedulerService

- TMSSNMPService

* Log into the TMS Web Interface, browse to

the system and do a ‘Force Refresh’. TMS
should communicate to the system properly and




the error message will clear.

* To minimize service abruption it will be
beneficial to upgrade all systems in one go,
avoiding following the above procedure for
every endpoints you upgrade. A future TMS
version will resolve this condition negating the
need to restart the services.

Workaround to restore the release keys:

* Once TMS has restored communication with
the systems, upgrade the units one more time.
This time TMS will be able to communicate with
the systems when they boot up and set the
release keys.

Note: Please read the resolved caveats
section Reference ID 85930 as well.

76765

Any

Dialing from an unregistered endpoint to a
registered endpoint using the format:
remotesystem@company.com will not work

62204

TANDBERG PrecisionHD 1080p Camera
all SW versions.

720p50, 720p30 and 720p25 output has no
CRC included for HD-SDI. Depending on the
device you connect the camera to, you may not
get video using this format. The TANDBERG
codec will support these formats.

Ver. TC2.1.0 and above

Startup scripts will not work with Windows end
of line. You must use Unix end of line to be able
to run multiple commands. Most editors have
the option to set which format to use. If you use
Notepad ++, you can set Unix format in the
Settings/Preferences menu.

67092

Ver. TC2.1.0 and above.

Composite and S-Video video input is shaking.
However some improvements have been made
within TC2.0.

Ver. Any

If you run cascaded cameras and the chained
cameras are running an old camera code, we
have seen that only zoom works when trying to
control the chained camera. The solution is to
connect the cascaded camera as the first
camera in the chain so that the camera is
detected and upgraded by the codec, or use the
Ethernet upgrade method.

Ver. Any

HD-SDI may not work with cables shorter than
3 meters. This is due to a jitter issue.

Ver.Any

If you turn off H.323 as the protocol but leave
default protocol as H.323 you will be unable to
make outgoing calls unless you edit the URI to
include 'sip:' in front of the number or change
the default call protocol to SIP.

66993

Ver. TC3.x and above

The C-series codecs will reduce the
presentation resolution if you are unable to
sustain a minimum of 1 frame per second.

Any

1920*1200p60 output resolution will run in DVI
compatibility mode and hence audio cannot be




transmitted over HDMI when using this
resolution.

75341

Ver. TC3.x and above

If you dial a TANDBERG 150 with SW version
L5.1.1 or older with encryption setting set to
‘on’, you may not get audio in any direction.

75382

TC3.0.0 and above

The call tab on the web interface doesn'’t work
properly with Opera. You can dial, but you will
not get the call status.

82627

TC3.0.0 and above

The call status on the web interface will not be
displayed if you access the codec using
HTTPS.

75045

TC2.x.x and above

When setting the H.323 id to
"number.something@domain”, the endpoint
becomes unreachable. The workaround is to
not let H.323 ID start with a number.

TC3.0.0 and above

The Cisco TelePresence System codec
C40/C60 (rev. 1), will not provide proper
analogue VGA output for any resolution of 1080
lines or more.

Any

The Cisco TelePresence System codec C40
will reduce its capability set when using internal
MultiSite. When this is done, the main stream
will maximum be able to transmit w576p until all
calls are disconnected.

Any

The Cisco TelePresence System codec C60
will reduce its capability set when using internal
MultiSite. When this is done, the dual stream
will maximum be able to transmit WXGA until all
calls are disconnected.

84627

Any

The Cisco TelePresence System EX60/90 does
not support usage of the remote control. The
Cisco TelePresence Touch Screen must be
used to control these devices.

78636

TC4

A search in the local phonebook will list all
contacts including those in the subfolders.

83992

TC4

To use SIP verified, a CA list must be uploaded
to the /user folder using SCP (root user must be
enabled). The CA list must be named
‘sipcalist.pem’ and be in DER format.

Polycom

Reference ID

Equipment

Summary

Polycom MGC

9.0.31

60 frames per second was disabled during the
testing (Advanced
Configuration/Video/Input/Source/Optimal
Definition/Threshold60fps = Never).

MGC conference is set to continuous presence,
AES and H.239:

Far End Camera Control is not working.
Call rates down to 256kbps works fine. 256kbps
and lower will experience loss of video.

MGC conference set to voice switched, AES
and H.239:




Following conference rates does not work:
1.1Mbps

MGC conference is set to continuous presence,
no AES and H.239:

H.239 does not work very well with the MGC. A
lot of issues was seen when testing H.239.

64418 C Series Currently if the video source 1 (PrecisionHD
Ver. TC2.1.0 1080p camera) is set to sharpness then the
(No Video Polycom VSX will not display video as the
Polycom VSX Ver. 9.0.5) TANDBERG codec will transmit w448p, which
is not supported by the VSX. Workaround: Set
PrecisionHD 1080p camera to motion.
N/A C Series The Polycom VSX may display distorted video
Ver. TC2.1.0 from the TANDBERG codec. Workaround:
(No Video Upgrade the Polycom VSX to software version
Polycom VSX Ver. 8.0 & 8.5) 8.7 or higher.
RadVision
Reference ID Equipment Summary
RadVision 57.1.0.13 If a Cisco TelePresence System C20 is

Scoopia 400
MCcU

connected to a 1080p conference and starts
presentation, the C20 will not display incoming
video.




Open caveats

Reference ID

Summary

81993

The Cisco TelePresence System codec C40 is unable to automatically detect a
Digital Natural Audio Module (DNAM) in software versions previous to TC4. This
will cause the codec to output analog audio instead of SPDIF (digital). If connected
to a DNAM for software versions previous to TC4 it is recommended to set the
audio output to SPDIF manually.

83374

The C-series codecs and units with such a codec inside it do not meet the Cisco
password policy. It is highly recommended to set a password on the unit during
install using the APl command: ‘systemtools passwd’

84314

A C20 participating in a MultiSite will not be able to send the following video
formats in its main video channel: 1280*768, 1280*800 and 1440*900.

84157

Rebooting the unit will always reset ScaleToFrameThreshold to default value.

84032

Web snapshot is available in the web interface of the EX90 and EX60 even though
these units do not support this functionality.

83933

If any of the Corporate Directories contains any sub directories, the first 15 entries
will be listed twice.

82631

Missing upgrade status when upgrading through web. You will not be able to see if
the upgrade was successful or not when upgrading through the web interface.

82535

API command ‘systemtools rootsettings get’ return ‘off’ even if root is set to ‘on’

81740

When in a MultiSite call, the encryption status symbol will only reflect the status of
the last call.

If the ‘admin’ user is deleted, then TMS will not be able to manage the system. At
the same time the ‘admin’ user will be recreated with blank password during next
reboot.

xFeedback register Event/KeyDown will now mask the keys pressed on the
remote control with a *’. This is a security measurement to prevent key logging
from the remote control. The *’ can be used to detect that someone has pressed a
button on the remote control.

84734

When upgrading from TC3.x.x it has been seen that the SIP registration becomes
inactive. To resolve this issue toggle the ‘SIP mode’ to ‘Off’ and back to ‘On’ again.




Introduction software version TC4.0.1

This release note describes the features and capabilities included in the Cisco TelePresence System
C-Series codec software version TC4.0.1 released on 23" of December 2010.

Note: Please read the known limitation section if you use TMS to upgrade your system from any
release prior to TC4.0.0




New features and functionality in TC4.0.1

New features and functionality in TC4.0.1

» Removed hidden games

» Inband DTMF tones improvements



New feature descriptions

Removed hidden games
The games that was previously available through a ‘secret’ key combination has been removed.

Inband DTMF tones improvements

A 100ms silence has been added after each inband DTMF tone to help equipment with poor DTMF
detection to detect the DTMF tones properly.



Resolved caveats

Resolved since version TC4.0.0

Audio

Reference ID

Summary

85792

Fixed an issue that could cause echo in headset mode for the Cisco TelePresence
System EX60/90.

Video

Reference ID

Summary

85549, 84700,84730,
84728, 84960, 84850

ClearPath improvements.

85236

Fixed an interoperability issue with sending SVGA (800*600) towards a
TANDBERG MPS.

85453

Fixed an issue causing remote custom layouts not to be set properly.

System

Reference ID

Summary

85930

Fixed the problem of losing the current password when upgrading from TC3.x to
TC4. When upgrading from TC3.x to TC4.0.1 you will now keep your existing
password. If the system is already upgraded to TC4.0 you can upgrade to TC4.0.1
and keep the new password set in TC4.0.0. A system that has been upgraded to
TC4.0.0 previously, then downgraded to TC3.x and finally upgraded to TC4.0.1 will
lose the password set for the system. In this case a new password must be set for
the system. Please also look at the ‘Known Limitation’ section.

85292

The Cisco TelePresence System EX60 will automatically get the option ‘HD
Resolution’ if no options are installed. This will fix an issue reported from the field
where some units where reported not to have any options installed.

Protocol

Reference ID

Summary

85694 Removed case-sensitive SIP prefix in front of an URI. This will correct the issue
with dialing SIP entries from the corporate phonebook served by TMS.
84641 Fixed SIP logging, when two SIP messages arrive in the same packet.




Known limitations

TANDBERG

Reference ID

Equipment

Summary

86225, 85361,

TC4.0.0 and above

The web interface do not support the following
Unicode characters as a part of the admin
password:“ ~ ! #$ % ~"& * ()[ { } 1\

|f%< >
The following special characters is supported:

‘@ - =+, .0l

TMS 12.6 or below when upgrading to
TC4.0.0 and above

Starting with TC4.0, the security model used by
the system changes which impacts compatibility
with existing installations of TMS. The
incompatibilities will result in:

1) Upgrading endpoints from a version less
than TC4.0 to a version TC4.0 or higher using
existing versions of TMS (12.x or lower) will
appear to have failed in TMS. Additionally, the
endpoint will not get the required release key
updated, so the endpoint will not be able to
make calls until a release key has been entered
into the system.

2) After an endpoint is upgraded to TC4.0 or
newer, the system will have an incorrect
username or password error message in TMS
and TMS will not be able to communicate with it

properly.

A workaround to restore communication
with TMS will be:

1) Restart the TMS server, or

2) Restart the TMS services, following the
below steps:

* Log into the windows console of the TMS
server as a user with Windows Administrative
permissions

* Open the Services Control Panel (Control
Panel->Administrative Tools->Services)

* For each service in the list below, select the
service from the Services list, and use the
restart icon or right-click->restart to restart the
service

- World Wide Web Publishing Service

- TMSDatabaseScannerService

- TMSLiveService

- TMSSchedulerService

- TMSSNMPService

* Log into the TMS Web Interface, browse to

the system and do a ‘Force Refresh’. TMS
should communicate to the system properly and




the error message will clear.

* To minimize service abruption it will be
beneficial to upgrade all systems in one go,
avoiding following the above procedure for
every endpoints you upgrade. A future TMS
version will resolve this condition negating the
need to restart the services.

Workaround to restore the release keys:

* Once TMS has restored communication with
the systems, upgrade the units one more time.
This time TMS will be able to communicate with
the systems when they boot up and set the
release keys.

Note: Please read the resolved caveats
section Reference ID 85930 as well.

76765

Any

Dialing from an unregistered endpoint to a
registered endpoint using the format:
remotesystem@company.com will not work

62204

TANDBERG PrecisionHD 1080p Camera
all SW versions.

720p50, 720p30 and 720p25 output has no
CRC included for HD-SDI. Depending on the
device you connect the camera to, you may not
get video using this format. The TANDBERG
codec will support these formats.

Ver. TC2.1.0 and above

Startup scripts will not work with Windows end
of line. You must use Unix end of line to be able
to run multiple commands. Most editors have
the option to set which format to use. If you use
Notepad ++, you can set Unix format in the
Settings/Preferences menu.

67092

Ver. TC2.1.0 and above.

Composite and S-Video video input is shaking.
However some improvements have been made
within TC2.0.

Ver. Any

If you run cascaded cameras and the chained
cameras are running an old camera code, we
have seen that only zoom works when trying to
control the chained camera. The solution is to
connect the cascaded camera as the first
camera in the chain so that the camera is
detected and upgraded by the codec, or use the
Ethernet upgrade method.

Ver. Any

HD-SDI may not work with cables shorter than
3 meters. This is due to a jitter issue.

Ver.Any

If you turn off H.323 as the protocol but leave
default protocol as H.323 you will be unable to
make outgoing calls unless you edit the URI to
include 'sip:' in front of the number or change
the default call protocol to SIP.

66993

Ver. TC3.x and above

The C-series codecs will reduce the
presentation resolution if you are unable to
sustain a minimum of 1 frame per second.

Any

1920*1200p60 output resolution will run in DVI
compatibility mode and hence audio cannot be




transmitted over HDMI when using this
resolution.

75341

Ver. TC3.x and above

If you dial a TANDBERG 150 with SW version
L5.1.1 or older with encryption setting set to
‘on’, you may not get audio in any direction.

75382

TC3.0.0 and above

The call tab on the web interface doesn'’t work
properly with Opera. You can dial, but you will
not get the call status.

82627

TC3.0.0 and above

The call status on the web interface will not be
displayed if you access the codec using
HTTPS.

75045

TC2.x.x and above

When setting the H.323 id to
"number.something@domain”, the endpoint
becomes unreachable. The workaround is to
not let H.323 ID start with a number.

TC3.0.0 and above

The Cisco TelePresence System codec
C40/C60 (rev. 1), will not provide proper
analogue VGA output for any resolution of 1080
lines or more.

Any

The Cisco TelePresence System codec C40
will reduce its capability set when using internal
MultiSite. When this is done, the main stream
will maximum be able to transmit w576p until all
calls are disconnected.

Any

The Cisco TelePresence System codec C60
will reduce its capability set when using internal
MultiSite. When this is done, the dual stream
will maximum be able to transmit WXGA until all
calls are disconnected.

84627

Any

The Cisco TelePresence System EX60/90 does
not support usage of the remote control. The
Cisco TelePresence Touch Screen must be
used to control these devices.

78636

TC4

A search in the local phonebook will list all
contacts including those in the subfolders.

83992

TC4

To use SIP verified, a CA list must be uploaded
to the /user folder using SCP (root user must be
enabled). The CA list must be named
‘sipcalist.pem’ and be in DER format.

Polycom

Reference ID

Equipment

Summary

Polycom MGC

9.0.31

60 frames per second was disabled during the
testing (Advanced
Configuration/Video/Input/Source/Optimal
Definition/Threshold60fps = Never).

MGC conference is set to continuous presence,
AES and H.239:

Far End Camera Control is not working.
Call rates down to 256kbps works fine. 256kbps
and lower will experience loss of video.

MGC conference set to voice switched, AES
and H.239:




Following conference rates does not work:
1.1Mbps

MGC conference is set to continuous presence,
no AES and H.239:

H.239 does not work very well with the MGC. A
lot of issues was seen when testing H.239.

64418 C Series Currently if the video source 1 (PrecisionHD
Ver. TC2.1.0 1080p camera) is set to sharpness then the
(No Video Polycom VSX will not display video as the
Polycom VSX Ver. 9.0.5) TANDBERG codec will transmit w448p, which
is not supported by the VSX. Workaround: Set
PrecisionHD 1080p camera to motion.
N/A C Series The Polycom VSX may display distorted video
Ver. TC2.1.0 from the TANDBERG codec. Workaround:
(No Video Upgrade the Polycom VSX to software version
Polycom VSX Ver. 8.0 & 8.5) 8.7 or higher.
RadVision
Reference ID Equipment Summary
RadVision 57.1.0.13 If a Cisco TelePresence System C20 is

Scoopia 400
MCcU

connected to a 1080p conference and starts
presentation, the C20 will not display incoming
video.




Open caveats

Reference ID

Summary

81993

The Cisco TelePresence System codec C40 is unable to automatically detect a
Digital Natural Audio Module (DNAM) in software versions previous to TC4. This
will cause the codec to output analog audio instead of SPDIF (digital). If connected
to a DNAM for software versions previous to TC4 it is recommended to set the
audio output to SPDIF manually.

83374

The C-series codecs and units with such a codec inside it do not meet the Cisco
password policy. It is highly recommended to set a password on the unit during
install using the APl command: ‘systemtools passwd’

84314

A C20 participating in a MultiSite will not be able to send the following video
formats in its main video channel: 1280*768, 1280*800 and 1440*900.

84157

Rebooting the unit will always reset ScaleToFrameThreshold to default value.

84032

Web snapshot is available in the web interface of the EX90 and EX60 even though
these units do not support this functionality.

83933

If any of the Corporate Directories contains any sub directories, the first 15 entries
will be listed twice.

82631

Missing upgrade status when upgrading through web. You will not be able to see if
the upgrade was successful or not when upgrading through the web interface.

82535

API command ‘systemtools rootsettings get’ return ‘off’ even if root is set to ‘on’

81740

When in a MultiSite call, the encryption status symbol will only reflect the status of
the last call.

If the ‘admin’ user is deleted, then TMS will not be able to manage the system. At
the same time the ‘admin’ user will be recreated with blank password during next
reboot.

xFeedback register Event/KeyDown will now mask the keys pressed on the
remote control with a *’. This is a security measurement to prevent key logging
from the remote control. The *’ can be used to detect that someone has pressed a
button on the remote control.

84734

When upgrading from TC3.x.x it has been seen that the SIP registration becomes
inactive. To resolve this issue toggle the ‘SIP mode’ to ‘Off’ and back to ‘On’ again.




Introduction software version TC4.0.0

This release note describes the features and capabilities included in the Cisco TelePresence System
C-Series codec software version TC4.0.0 released on 18" of November 2010.



New features and functionality in TC4.0.0

>

>

>

Support for Cisco TelePresence System EX60

ClearPath

Cisco branding

IPv6

JITC security features

One additional telephone call

Multiple dialing methods in phonebook

Revised XML format to support uploadable layout families
Directional audio support when hosting MultiSite for Cisco Telepresence System Profile 52” Dual
Active video out on C40 when no dual option is installed

MultiWay support for C40, C60 and C90

3+1 MultiSite support for EX90

Configurable top banner

Web snapshot

Dereverberation on microphones

Support for RFC2833

New software release for Cisco TelePresence PrecisionHD Camera
New software release for Cisco TelePresence PrecisionHD 4x Camera.
Configurable discrete text box

Moveable self view PIP (Picture In Picture)

New AP| commands

Changed APl commands

Removed APl commands

New API configurations

Changed API configurations

New API Status commands

Removed API Status commands



New feature descriptions

Support for Cisco TelePresence System EX60

The TC4.0.0 release introduces support for the new Cisco TelePresence System EX60, personal
TelePresence for knowledge workers.

The Cisco TelePresence System EX60 is ideal for individual contributors and knowledge workers
throughout the organization — bringing the power of TelePresence to the desktop or cubicle as an
“always available, anytime” resource.

Note: The Cisco TelePresence System EX60 requires software version TC4.0.0 or later.

ClearPath

ClearPath is a proprietary packet loss recovery technology which will automatically start if supported
by the far end. ClearPath works in the following way:

>

If packet loss for audio is more than 1.5%, protection of the audio is started by using FEC
(Forward Error Correction) if call bandwidth is 768kbps or more. FEC will stop when packet
loss is less than 0,5% for some time. The FEC overhead will be 100%.

If packet loss for video is more than 0,5%, protection of the video is started by using FEC if
call bandwidth is 768kbps or more. FEC will stop when packet loss is less than 0,1% for some
time. The FEC overhead will be 30%.

The FEC overhead will be within the call rate so the video rate will have to drop to give room
for the additional FEC packets.

If the video rate is above 768kbps and we are experiencing between 5-15% packet loss, the
video rate will be down speeded by 10%. For loss more than 15% the video rate will be down
speeded by 15%.

If the current available bit rate for the main video is less than 768kbps the bit rate will be down
speeded by 10% if the packet loss is more than 5%.



» A test will be done to check if the loss is stable. In the beginning of the call any loss will be
considered as stable, but then a loss will have to be consistent for 15 seconds before
adjusting down the video rate.

» If there has been no packet loss for the last 30 seconds and the video rate is less then
768kbps because of previous down speeding, the video rate will be up speeded by 5%. If this
up speeding does not cause additional losses another up speeding will take place after 10
seconds.

» If the last video up speeding introduces packet loss, it will take another 2 minutes before
considering additional up speeding.

» In addition to FEC, ClearPath is also using something called Super P frames. These are
reference frames used to synchronize the encoder and decoder whenever you get packet
loss. Using Super P frames will considerably reduce the pay load during packet loss
environments compared to sending a whole new frame every time a packet is lost. Super P
frames will be used at any bandwidth.

» FEC will not be used for dual stream, but Super P frames will.

» FEC and Super P frames will not be used in MultiSite for the dual stream.

Cisco branding

All logos and references to TANDBERG in the GUI and the web interface have been replaced with
Cisco.

IPv6

All services running are supported except for Telnet. Both H.323 and SIP is supported. DHCP, SSH,
HTTP, HTTPS, DNS and DiffServ supports dual stack.

Note: Dual protocol is not supported for protocol. H.323 and SIP will run on either IPv4 or IPv6. This
is determined by the IP stack setting in ‘Settings/Advanced/Advanced configuration/Network
1/IPStack

JITC security features
This software version includes all security enhancement needed for JITC approval.
These features include:
» User administration on web, local user database
Password (user) and PIN (GUI password) management using the web interface or API
Log in/authorization functionality on all interfaces.
Audit support.
Restrict management by IP address filtering.

Sessions and time outs.

vV V. v v Vv .Y

Mutual authentication on web.

Password and PIN policies for JITC approval can be configured by logging in as admin to the unit
using SSH and then using the command: ‘systemtools securitysettings’. The command ‘systemtools
securitysettings ask’ let you see the current setting or configure each password/PIN policy one by one.
‘systemtools securitysettings default’ resets the policies, and ‘systemtools securitysettings jitc’
enforces all the Password/PIN polices to conform to JITC regulations. Please be aware that this
requires all users to change their password on the next login, and all new passwords must conform to
the JITC guideline. After setting this, the password policies can be seen by using the command:



‘systemtools securitysettings ask’. Enabling “strong security mode” using the web interface is the
same as using the command ‘systemtools securitysettings jitc’ on SSH.

JITC password guideline:
» All users must change their password/PIN on the next login (including admin).
» All new password must meet the following criteria:
o Minimum 15 characters.
o Minimum 2 uppercase alphabetic character.
o Minimum 2 lowercase alphabetic character.
o Minimum 2 non-alphanumeric (special) characters.
o Not more than 2 consecutive same characters.
o Be different from the previous 10 password used.

o Not more than two characters from the previous password can be in the same
position.

» New passwords must be changed at least every 30 days. Failure to do so will lock out the
user.

» Passwords per user cannot be changed more than once within 24 hours.

» 3 failed logins will set the user inactive until an administrator activates him again. If only the
administrator account is active, then the one and only user will be locked out.

Enabling “Strong security mode” will also enforce the following:
» SW upload from TMS is not longer possible.
» Web snapshot is no longer available.

» Call application on web is no longer available.

CAUTION: Be very careful when enabling the strong security mode available in TC4. If you
do not follow the instructions carefully you can be locked out of the unit and in some
situations you will have to send the unit back for repair to restore it.

One additional telephone call

All systems are now able to dial one additional telephone call in addition to the number of video calls
allowed. A system with MultiSite installed can dial 3 sites on video and one additional site on
telephone. If MultiWay is configured this feature will not be available.

Note: This feature will not be available for the EX90 or EX60.

Multiple dial methods in phonebook

Contacts in the phonebook can now be dialed using multiple dialing methods. For example a user may
be reached in three different ways: H.323, SIP and through a gateway using ISDN. These methods
could all use different number/alias to reach the same person. Previously only one of these options
would be listed in the phonebook.

Note: This feature will not be available for the EX90 or EX60.




Revised XML format to support uploadable layout families

Systems using the Cisco TelePresence System Codec C60 or C90 can now use the Cisco TC console
to configure custom layouts for what to be presented both locally and at the far end. The Cisco TC
console can be downloaded free of charge from http://developer.tandberg.com

Directional audio support when hosting MultiSite for Cisco Telepresence
System Profile 52”

When hosting a MultiSite from this system you will get participants on both screens. The audio will
now come from the speaker underneath the screen from where the speaking participant is located.

Active video out on C40 when no dual option is installed

This enables the DVI-I output to be used instead of the HDMI for single screen systems

MultiWay support for C40, C60 and C90

Multiway™ conferencing enables video endpoint users to introduce a 3 party into an existing call. It
can be used in the following situations:

» You want to add someone else to your existing call.
» You are called by a 3¢ party while already in a call and you want to include that person in the call.
» Multiway™ requires TANDBERG VCS X5 or later and a Codian MCU running version 3.1 or later.

» Endpoints invited to join the Multiway™ conference must support the H.323 routeToMC facility
message if in an H.323 call, or SIP REFER message if in a SIP call.

» Multiway™ must be set up with a Multiway™ alias in the format: sip:your-alias@your-
company.com or h323:your-alias@your-company.com.

» For more information please have a look at the Multiway™ Deployment Guide available for
download at http://www.tandberg.com

3+1 MultiSite support for EX90

The EX90 with MultiSite installed is now able to dial one additional participant on video.

Configurable top banner

The top banner of the GUI which normally will display the systems URI can now be configured to
display: Auto, None, IPv4 address, IPv6 address, H.323 ID, E.164 Alias, SIP URI or system name..

Web snapshots

It is now possible to get snapshots from the local main camera through the web interface.

Note: Web snapshots cannot be enabled remotely. You must enable it locally either through the GUI
or RS-232. Web snapshots is NOT supported for the EX90 and EX60

Dereverberation on microphones

Dereverberation on microphones is available for the C40, C60, C90 codecs and for profile series with
one of the mentioned codecs installed. Dereverberation will try to remove the room signature from the
signal before transmitting it to the far end site.



RFC2833
Support for RFC2833, out of band DTMF tones for SIP.

New software release for Cisco TelePresence PrecisionHD Camera

With the TC4.0.0 release, the PrecisionHD 1080p camera will automatically be upgraded to camera
software release ID40063. Included in this release is:

» Minor modification to the sharpen filter strength at lower gain levels.

New software release for Cisco TelePresence PrecisionHD 4x Camera

With the TC4.0.0 release, the PrecisionHD 1080p 4x camera will automatically be upgraded to camera
software release 1ID20002. Included in this release is:

» Power saving in standby mode.

» Improved backlight compensation.

Configurable discrete text box

Added support for displaying a textbox at any location on the screen by using the APl command:
‘xCommand Message TextLine Display’

Moveable self view PIP

Added support for moving the self view PIP position to any corner of the image.

Note: This feature will not be available for the EX90 or EX60.

New APl commands

The commands in this section will be documented in the TANDBERG API Guide available for
download at http://developer.tandberg.com

» xCommand Call Hold Callld

» xCommand Call Join

» xCommand Call Resume Callld
xCommand Camera PositionActivateFromPreset PresetID

xCommand SystemUnit SoftwareUpgrade

vV v VY

xCommand Video Layout LoadDb Type

Changed APl commands

The commands in this section will be documented in the TANDBERG API Guide available for
download at http://developer.tandberg.com

» xCommand Dial

o Removed arguments ‘ForceNewConference’ and ‘Conferenceld’
» xCommand HttpFeedback Register

o Increased the string used for the argument ‘ServerUrl’ from 256 to 2048 characters
» xCommand Message Alert Display

o Added argument ‘Title’

» xCommand SStringSend Message



o Increased the string used for the argument ‘Message’ from 255 to 2048 characters
» xCommand Video PictureLayoutSet
o Added arguments ‘CustomLayoutName’ and ‘Target’

o Added value ‘custom’ to the ‘LayoutFamily’ argument

Removed APl commands
» xCommand Video Layout AutoMode

» xCommand Video Layout AutoModeRemote

New API configurations
» xConfiguration Audio Input Microphone EchoControl Dereverberation
» XxConfiguration Conference PacketLossResilience Mode
» XxConfiguration Network
o Added the argument ‘IPStack’

o Added the arguments ‘IPv6 Address’, ‘IPv6 GateWay’, ‘IPv6 Assignment’ and ‘IPv6
DHCPOptions’

o Added the arguments ‘RemoteAccess Allow’
» xConfiguration NetworkServices
o Added argument ‘SSH Mode’
o Added argument ‘SSH AllowPublicKey’
o Added argument ‘HTTPS VerifyClientCertificate’
» xConfiguration Provisioning ExternalManager Domain
» xConfiguration Security
o Added argument ‘Audit Server Address’
o Added argument ‘Audit Server Port’
o Added argument ‘Audit On Error Action’
o Added argument ‘Audit Logging Mode’
o Added argument ‘ Session ShowLastLogon’
o Added argument ‘Session InactivityTimeout’
xConfiguration SerialPort Mode
xConfiguration SystemUnit Contactinfo Type
xConfiguration Video AllowWebSnapshots
xConfiguration Video SelfviewPosition
xConfiguration Video Layout LocalLayoutFamily

xConfiguration Video Layout RemoteLayoutFamily
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xConfiguration Video OSD LoginRequired

Changed API configurations
» xConfiguration Audio Input Microphone Equalizer ID

o Increased the number of equalizer IDs from 8 to 14.
» XxConfiguration GPIO Pin Mode
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o Added argument ‘OutputStandbyActive’
xConfiguration Network QoS

o Removed argument ‘IPv4’
xConfiguration SystemUnit MenuLanguage

o Added arguments ‘SpanishLatin’ and ‘Turkish’

New API status commands
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xStatus Camera SerialNumber

xStatus Network IPv6 Address

xStatus Network IPv6 GateWay

xStatus Network MTU

xStatus SIP Profile Proxy Status

xStatus SIP Profile Proxy Address

xStatus SystemUnit Software MaxAudioCalls

xStatus Time ZoneOlson

Removed API status commands
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xStatus Network IPv4 MTU



Resolved caveats

Resolved since version TC3.1.2

Audio

Reference ID

Summary

72754 Fixed an issue where declining an incoming call on the EX90 could cause the
volume of the existing call to become very low.

70066 Fixed an issue that could prevent the Digital Natural Audio Module (DNAM) to be
detected when connected to the system when line output was set to auto. This
would cause the unit to output analog audio instead of digital SPDIF.

79791 Fixed an issue causing the audio input to be set to ‘On’ after reboot if associated
with a video source that is currently not active..

Video

Reference ID

Summary

66695

Removed the small visible line that appeared under the ‘Main source’ and ‘Exit’
soft button when moving the camera.

75313 Resolved an issue which could cause no main video and frozen dual stream in a
point-to-point call when you get another incoming call you choose to decline.

77411 Added triggering of autofocus when pressing the self view icon on the EX90.

78160 Added support for 4CIF in baseline H.263.

76337 Fixed an issue that could cause a flash of pink on the main channel when stopping
dual stream.

75833 The camera on the EX90 will now be turned off when system is in standby.

80812 Improved DVI-1 analog video detection.

78496 Removed the possibility to use compositing in the dual stream of a codec C60.
This was never intended to work and could cause stability issues.

75772 Improved the focus algorithm used for the EX90.

59872 Added support for displaying “Unsupported Signal” for video inputs that cannot be
displayed through the video system.

GUI

Reference ID

Summary

78969

Fixed an issue that could prevent the Cisco TelePresence Touch Screen to boot
up properly

68682 Resolved an issue causing the last entered character to get stuck in a phonebook
search if the search is aborted using the disconnect key.

77579 Fixed a memory leak caused by the ‘System information’ screen. This leak could
cause the GUI to become unresponsive over time.

77778 Fixed the arrow icons for received and placed call which was pointing the wrong

direction on the Cisco TelePresence Touch Screen.




77895

Fixed an issue causing the Cisco TelePresence Touch Screen to not report
encrypted calls in the call status menu when dialing an E20 on SIP.

77918 Added the underscore (_) character to the Cisco TelePresence Touch Screen
interface.

78004 Fixed an issue causing the ‘Max outgoing bandwidth’ setting to not be set when
using the Cisco TelePresence Touch Screen.

78008 Fixed an issue causing values changed using the web interface to not be reflected
on the Cisco TelePresence Touch Screen.

78294 Removed the dismiss button from ‘Entering Standby mode’ and from ‘Upgrading
Camera’ status screen.

73776 System information page will now show current packet loss and not aggregated as
done previously.

71158 Encryption sign will always be shown if encryption is enforced.

76606, 77042, 82171

Fixed several translation errors

79001 Fixed an issue causing the system to delete local phonebook entries entered since
the last controlled shut down, if you suddenly removed the power of the system.
78561 The Extend Meeting dialog box initiated from TMS will no longer be shown on the
EX90, as the Cisco TelePresence Touch Screen interface does not support this
feature.
System

Reference ID

Summary

78401 Increased the HTTP URL size for provisioning from 256 to 2048 characters.

75913 Closed TCP port 111 (rpcbind), which was set to listening mode.

75914 Closed TCP port 2049 (nfs), which was set to listening mode.

77788 The dual monitor setting for the C20 was missing.

70243 Fixed an issue with setting the duplex and Ethernet speed for the C20

78451 Automatic software upgrade mode set to manual as default avoiding units to
contact the server ‘csupdate.tandberg.com’ every night.

75679 Resolved an issue causing the web interface to indicate that all options are
installed regardless of actual status.

78175 Changed NTP daemon. The older daemon could sometimes fail to start during
boot up.

78548 Fixed an issue causing the message box with today bookings to fail when external
manager is set to HTTPS.

API

Reference ID

Summary

74964

Call ID will now be reset when call log is cleared.

80933

Fixed an issue causing the wrong preset to be recalled when using a Sony EVI-
HD1 camera.




Protocol

Reference ID

Summary

68629, 79585,
76613,76537, 77201,
77773. 76575, 81454

Several hold, resume and transfer issues has been resolved.

76861

Changed DNS SRV record look up to conform to the standard. The lookup for
‘_sip._tls’ is changed to *_sips._tcp’

78524 Fixed an issue causing problems with registering to a CallWay SIP server.

74537 An error message will now appear if you try to join two MCUs into a MultiWay call.

69348 Added support for different IP address for RTCP and RTP using SIP.

78643 Resolved a weakness making the system vulnerable for a DOS attach.

78752 Fixed an issue causing a Polycom VSX 7000 to not receive dual stream (H.239) in
a C90 MultiSite call.

76379 Fixed an issue causing the presentation to stop transmitting if an E20 was added
to an encrypted interworking call.

82047 Capset reduction removed when stopping dual stream allowing 1080p when
stopping dual stream from a C20.

81836 Fixed an issue causing H.239 (dual stream) to be unsuccessful when dialing
through an ISDN gateway.

80455 Fixed a problem with sending presentation through a Radvision ISDN gateway to a
Polycom VSX system.

77044 Fixed an issue that could cause an unexpected restart when dialing a MXP 880 on
ISDN through a RadVision ISDN gateway.

76081 Fixed an issue that could cause RTP packets longer than one MTU to cause an
unexpected restart.

79259 Fixed an issue causing the dual stream (H.239) to drop at random intervals when
dialing through a RadVision ISDN gateway.

80071 Fixed an issue with dual stream take over (other side starts dual stream before

originator stops sending his dual stream) for the C20.




Known limitations

TANDBERG

Reference ID

Equipment

Summary

62204

TANDBERG PrecisionHD 1080p Camera
all SW versions.

720p50, 720p30 and 720p25 output has no
CRC included for HD-SDI. Depending on the
device you connect the camera to, you may not
get video using this format. The TANDBERG
codec will support these formats.

Ver. TC2.1.0 and above

Startup scripts will not work with Windows end
of line. You must use Unix end of line to be able
to run multiple commands. Most editors have
the option to set which format to use. If you use
Notepad ++, you can set Unix format in the
Settings/Preferences menu.

67092

Ver. TC2.1.0 and above.

Composite and S-Video video input is shaking.
However some improvements have been made
within TC2.0.

Ver. Any

If you run cascaded cameras and the chained
cameras are running an old camera code, we
have seen that only zoom works when trying to
control the chained camera. The solution is to
connect the cascaded camera as the first
camera in the chain so that the camera is
detected and upgraded by the codec, or use the
Ethernet upgrade method.

Ver. Any

HD-SDI may not work with cables shorter than
3 meters. This is due to a jitter issue.

Ver.Any

If you turn off H.323 as the protocol but leave
default protocol as H.323 you will be unable to
make outgoing calls unless you edit the URI to
include 'sip:' in front of the number or change
the default call protocol to SIP.

66993

Ver. TC3.x and above

The C-series codecs will reduce the
presentation resolution if you are unable to
sustain a minimum of 1 frame per second.

Any

1920*1200p60 output resolution will run in DVI
compatibility mode and hence audio cannot be
transmitted over HDMI when using this
resolution.

75341

Ver. TC3.x and above

If you dial a TANDBERG 150 with SW version
L5.1.1 or older with encryption setting set to
‘on’, you may not get audio in any direction.

75382

TC3.0.0 and above

The call tab on the web interface doesn’t work
properly with Opera. You can dial, but you will
not get the call status.

82627

TC3.0.0 and above

The call status on the web interface will not be
displayed if you access the codec using
HTTPS.




75045

TC2.x.x and above

When setting the H.323 id to
"number.something@domain”, the endpoint
becomes unreachable. The workaround is to
not let H.323 ID start with a number.

TC3.0.0 and above

The Cisco TelePresence System codec
C40/C60 (rev. 1), will not provide proper
analogue VGA output for any resolution of 1080
lines or more.

Any

The Cisco TelePresence System codec C40
will reduce its capability set when using internal
MultiSite. When this is done, the main stream
will maximum be able to transmit w576p until all
calls are disconnected.

Any

The Cisco TelePresence System codec C60
will reduce its capability set when using internal
MultiSite. When this is done, the dual stream
will maximum be able to transmit WXGA until all
calls are disconnected.

84627

Any

The Cisco TelePresence System EX60/90 does
not support usage of the remote control. The

Cisco TelePresence Touch Screen must be
used to control these devices.

78636

TC4

A search in the local phonebook will list all
contacts including those in the subfolders.

83992

TC4

To use SIP verified, a CA list must be uploaded
to the /user folder using SCP (root user must be
enabled). The CA list must be named
‘sipcalist.pem’ and be in DER format.

Polycom

Reference ID

Equipment

Summary

Polycom MGC

9.0.31

60 frames per second was disabled during the
testing (Advanced
Configuration/Video/Input/Source/Optimal
Definition/Threshold60fps = Never).

MGC conference is set to continuous presence,
AES and H.239:

Far End Camera Control is not working.
Call rates down to 256kbps works fine. 256kbps
and lower will experience loss of video.

MGC conference set to voice switched, AES
and H.239:

Following conference rates does not work:
1.1Mbps

MGC conference is set to continuous presence,
no AES and H.239:

H.239 does not work very well with the MGC. A
lot of issues was seen when testing H.239.

64418

C Series
Ver. TC2.1.0
(No Video
Polycom VSX Ver. 9.0.5)

Currently if the video source 1 (PrecisionHD
1080p camera) is set to sharpness then the
Polycom VSX will not display video as the
TANDBERG codec will transmit w448p, which
is not supported by the VSX. Workaround: Set
PrecisionHD 1080p camera to motion.




N/A C Series The Polycom VSX may display distorted video
Ver. TC2.1.0 from the TANDBERG codec. Workaround:
(No Video Upgrade the Polycom VSX to software version
Polycom VSX Ver. 8.0 & 8.5) 8.7 or higher.
RadVision
Reference ID Equipment Summary
RadVision 5.7.1.0.13 If a Cisco TelePresence System C20 is
Scoopia 400 connected to a 1080p conference and starts
MCU presentation, the C20 will not display incoming

video.




Open caveats

Reference ID

Summary

81993

The Cisco TelePresence System codec C40 is unable to automatically detect a
Digital Natural Audio Module (DNAM) in software versions previous to TC4. This
will cause the codec to output analog audio instead of SPDIF (digital). If connected
to a DNAM for software versions previous to TC4 it is recommended to set the
audio output to SPDIF manually.

83374

The C-series codecs and units with such a codec inside it do not meet the Cisco
password policy. It is highly recommended to set a password on the unit during
install using the APl command: ‘systemtools passwd’

84314

A C20 participating in a MultiSite will not be able to send the following video
formats in its main video channel: 1280*768, 1280*800 and 1440*900.

84157

Rebooting the unit will always reset ScaleToFrameThreshold to default value.

84032

Web snapshot is available in the web interface of the EX90 and EX60 even though
these units do not support this functionality.

83933

If any of the Corporate Directories contains any sub directories, the first 15 entries
will be listed twice.

82631

Missing upgrade status when upgrading through web. You will not be able to see if
the upgrade was successful or not when upgrading through the web interface.

82535

API command ‘systemtools rootsettings get’ return ‘off’ even if root is set to ‘on’

81740

When in a MultiSite call, the encryption status symbol will only reflect the status of
the last call.

If the ‘admin’ user is deleted, then TMS will not be able to manage the system. At
the same time the ‘admin’ user will be recreated with blank password during next
reboot.

xFeedback register Event/KeyDown will now mask the keys pressed on the
remote control with a *’. This is a security measurement to prevent key logging
from the remote control. The *’ can be used to detect that someone has pressed a
button on the remote control.

84734

When upgrading from TC3.x.x it has been seen that the SIP registration becomes
inactive. To resolve this issue toggle the ‘SIP mode’ to ‘Off and back to ‘On’ again.




Interoperability

The systems below have been tested and verified with this software release.

H.323 gatekeepers/traversal servers

Equipment Software revision Comments

TANDBERG N6.1

Gatekeeper

TANDBERG Q6.1 Both Assent and H.460.18/.19 traversal
Border technologies are supported

Controller

Cisco X4.3,X5.1.1, X5.2 Both Assent and H.460.18/.19 traversal

TelePresence
System Video
Communication
Server (VCS)

technologies are supported

SIP registrars/proxies

Equipment Software revision Comments
Cisco X5.2
TelePresence
System Video
Communication
Server (VCS)
Gateway interoperability
Equipment Software revision Comments
TANDBERG J4.5
MPS Gateway
TANDBERG G3.2
Gateway
Cisco ISDN GW | 2.0
3241
RadVision 5.0
Gateway P20
MCU interoperability
Equipment Software revision Comments
TANDBERG J4.5
MPS
TANDBERG D3.10
MCU
Cisco MCU 4.0, 4.1
4210
Cisco MCU 4.0, 4.1

4520




Streaming servers

HD

Equipment Software revision Comments

Cisco S3.1,84.0

Telepresence

System Content

Server

Endpoint Interoperability

Equipment Software revision Protocol Comments

Cisco F8.2 H.323/SIP

TelePresence

System MXP

TANDBERG | L5.1 H.323

Personal

Series

Cisco IP TE2.2.1, TE2.1.0 SIP

Video Phone

E20

LifeSize LS_RM2_4.7.0 (19) H.323/SIP | Dual stream (H.239) from LifeSize gives

Room 200 low frame rate.

LifeSize LS_EX1_4.6.0 (48) H.323/SIP | No video from LifeSize in SIP calls.

Express

LifeSize LS_PP1_4.3.4 (1) H.323/SIP | Far End Camera Control does not work.

Passport

Sony PCS-1 03.41 H.323/SIP | Dual stream is limited to 1 FPS. The main
video frame rate will never exceed 15
FPS.

Sony PCS- 2.11.00 H.323/SIP | Far End Camera Control does not work.

XG80

Polycom VSX | 9.0.5.2 H.323/SIP | At call rate 768kbps and below using

7000 H.323, the VSX does not display received
video.

Polycom 2.6.0-4700 H.323/SIP | Dual stream does not work using SIP.

HDX 8000




Updating to TC4

CAUTION: The root access has been disabled by default for this release. Root access can

l : s still be enabled by login as Admin and execute the APl command: ‘systemtools rootsettings
on <password>’ If password is omitted, the root access will be enabled without any
password. This is not recommended!

Prerequisites and software dependencies

Before upgrading the systems ensure that:

» You are upgrading a system running TC software. The endpoints included are Cisco
TelePresence System Codec C90, C60, C40, C20, Cisco TelePresence System EX60/90 and the
Cisco Telepresence System Profile series having one of the above mentioned codec’s inside.

» The Cisco TelePresence System T3/T1 systems run the software version specified in the Cisco
TCU release notes.

» When upgrading between two major releases i.e. from 2.x.x to 3.x.x a valid release key has to be
applied after the upgrade (from 2.1.x and above you can enter the key before the upgrade). The
key can be entered either through the API or the web interface.

Strong Security mode (JITC)

CAUTION: Be very careful when enabling the strong security mode available in TC4. If you

l : s do not follow the instructions carefully you can be locked out of the unit and in some
situations you will have to send the unit back for repair to restore it. Please look in the
section: “New feature description”.




Checking for updates and getting help

Cisco recommends registering your product at http://www.tandberg.com/services/video-conferencing-

product-registration.jsp in order to receive notifications about the latest software and security updates.

New feature and maintenance releases are published regularly, and we recommend that your C-series
software is always kept up to date.

If you experience any problems when configuring or using your C-series system consult the online
help for an explanation of how its individual features and settings work. If you cannot find the answer
you need, check on the web site at http://www.tandberg.com/support to make sure that your system is
running the most up-to-date software and for further relevant documentation.

You or your reseller can get help from our support team by raising a case at
http://www.tandberg.com/support/video-conferencing-online-support.jsp. Make sure you have the
following information ready:

» The serial number and product model number of the unit
» The software build number which can be found on the product user interface

» Your contact email address or telephone number



References and related documents

The following table lists documents and web sites referenced in this document. All product
documentation can be found on our web site.

Name Document reference
TANDBERG Website http://www.tanderg.com
TANDBERG FTP Site http://ftp.tandberg.com
TANDBERG documentation http://www.tandberg.com/docs

Software filenames
The correct software filename is listed in the following table.

TANDBERG TC system Software Serial number range
AES Encryption $52000tc4_0_0.pkg All
No Encryption $52000tcnc4_0_0.pkg All

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST
TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS
REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California,
Berkeley (UCB) as part of UCB'’s public domain version of the UNIX operating system. All rights reserved. Copyright © 1981,
Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE
SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL
WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR
TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING
OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of
Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other
company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and
phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the
document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is
unintentional and coincidental.




